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Blockchain systems, one of the most popular distributed systems, are well-applied in various scenarios,
e.g., logistics and finance. However, traditional blockchain systems suffer from scalability issues. To
tackle this issue, Payment Channel Hubs (PCHs) are proposed. Recent efforts, such as A2L (SP'21) and
Teechain (SOSP'19), enhance the privacy, reusability, and interoperability properties of PCHs. Nevertheless,
these solutions have intrinsic limitations: they rely on trusted hardware or suffer from the deposit
lock-in problem. Furthermore, the functionalities of some of these solutions are restricted to fixed-
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Blockchain amount payments and do not support multi-party participation. These aforementioned problems limit
Reusability their capabilities to alleviate blockchain scalability issues. In this paper, we propose PRI, a novel
Scalability PCH solution that simultaneously guarantees transaction Privacy (i.e., relationship unlinkability and

Interoperability value confidentiality), deposit Reusability, and blockchain Interoperability, which can mitigate the
aforementioned problems. PRI is constructed by several new building blocks, including (1) an atomic
deposit protocol that enforces user and hub to deposit equivalent assets in a shared address for building a
fair payment channel; (2) a privacy-preserving deposit certification scheme that leverages the Pointcheval
and Sanders signature and non-interactive zero-knowledge proof to resolve the deposit lock-in issue
in maintaining payment channels; (3) a range proof which ensures the legality and confidentiality of
transaction values. We conduct extensive experimental evaluations of PRI, demonstrating that it improves
the state-of-the-art approaches in terms of performance.
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tion is to process transactions off-chain via Payment Channels (PCs)
[8,9]. Concretely, users first deposit certain assets (known as chan-
nel capacity) in a shared account to create a channel. Second, the

1. Introduction

Cryptocurrencies, such as Bitcoin [1], Ethereum [2], and Ze-

roCash [3], have been widely adopted in Decentralized Finance
(DeFi). Unfortunately, most cryptocurrencies suffer from the scala-
bility issue causing a performance bottleneck [4,5]. Bitcoin through-
put, for example, is limited to about ten transactions per second
[6]. In contrast, centralized payment systems such as Visa can han-
dle thousands of transactions per second.

An effective way of addressing the scalability issue is to process
massive transactions off-chain instead of directly submitting them
to immutable blockchains [4,7]. A leading off-chain payment solu-
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users can negotiate the distribution of the deposits off-chain to pay
for each other. Finally, to close the channel, one of the users in the
channel makes a transaction based on the latest distribution. A pri-
mary advantage of PCs is that they avoid modifying underlying
blockchains’ structures and consensus mechanisms while reducing
on-chain transactions significantly.

However, PCs still have some practical limitations, including the
issue deposit lock-in, meaning that only a tiny fraction of deposits
on payment channels can be spent before they are unlocked. This
limitation is caused by the fact that: 1) users should lock sufficient
assets while establishing payment channels and 2) their deposits
cannot be divided and reused into different channels before chan-
nel closure [10]. Such limitations will be exacerbated especially
when users establish multiple channels since each channel requires
users to deposit certain assets.


https://doi.org/10.1016/j.jpdc.2023.104721
http://www.ScienceDirect.com/
http://www.elsevier.com/locate/jpdc
http://crossmark.crossref.org/dialog/?doi=10.1016/j.jpdc.2023.104721&domain=pdf
mailto:yuxianlijnu@gmail.com
mailto:cryptjweng@gmail.com
mailto:wuwei2019jnu@gmail.com
mailto:limjnu@gmail.com
mailto:yingjiul@uoregon.edu
mailto:haoxintu.2020@phdcs.smu.edu.sg
mailto:wuyd007@qq.com
mailto:robertdeng@smu.edu.sg
https://doi.org/10.1016/j.jpdc.2023.104721

Y. Li, J. Weng, W. Wu et al.

To resolve this practical limitation caused by the deposit lock-
in issue, some works propose a Payment Channel Network (PCN)
[11,12,10,13] and Payment Channel Hub (PCH) [14-18] to reduce
the number of channels. Compared with PCN, PCH allows users
to perform transactions off-chain through a hub, thereby resisting
the wormhole attack [5] and avoiding payment routing problem
[19,20] in PCN.

Since the participation of the hub, PCH raises a significant
privacy concern. That is, when hubs participate in the off-chain
payments, honest but curious hubs or any attackers who com-
promise the hubs may collect private information, including the
relationship between senders and receivers as well as the pay-
ment amount. To resolve the leakage of the payment relationship,
a state-of-the-art PCH scheme, named A2L [14], achieves relation-
ship unlinkability with the restriction of requiring all payments
made at a fixed amount. Further, to protect the payment amount
and achieve value confidentiality, some PCH schemes [18,15] take
advantage of the virtual channel concept. However, since these
schemes [18,15] require users to register their identifications to
blockchains at the beginning, the relationships between senders
and receivers are leaked. Additionally, some schemes address the
deposit reuse issue via trusted hardware [21] but these schemes
require each user equipped with trusted hardware. In short, the
existing solutions suffer from some limitations such as requiring
a fixed amount or trusted hardware so they can not satisfy some
flexible payment situations. Thus, it remains challenging to achieve re-
lationship unlinkability, value confidentiality, and deposit reusability in
PCH schemes simultaneously, which calls for a new solution to alleviate
it.

Solution. To address the aforementioned challenge, we propose
PRI, a novel PCH-based solution to achieve relationship unlinkabil-
ity, value confidentiality, and deposit reusability. Also, PRI supports
interoperability to allow users who process wallets in different
blockchains to establish payments and balance security to prevent
honest parties from economic losses.

First, to realize confidentiality and balance security, PRI uti-
lizes the Non-Interactive Zero-Knowledge proof (NIZK) scheme [3]
and the Pedersen commitment scheme [22] to realize offline pay-
ments. In particular, the NIZK scheme and commitment scheme
can hide the payment amount while ensuring the correctness of
each payment. Further, an atomic deposit protocol is proposed to
ensure the users and hub lock equivalent assets while building
channels, which avoids the honest parties (hub or user) locking
assets permanently. Second, to support reusability and interoper-
ability, PRI unifies the payment channel in different blockchains
via a privacy-preserving credential mechanism. The mechanism is
constructed over the Pointcheval and Sanders signature scheme
[23], the NIZK scheme [3], as well as the Pedersen commitment
scheme [22]. Under the unification of the payment channel, users
can divide their deposits into several parts. Further, hubs can re-
gard the offline payments of the channels in different blockchains
as the offline payment in the same blockchains. Finally, due to the
privacy-preserving property of the credential mechanism and the
unification of the channels, the hub can not associate the senders
and receivers of the same offline payments. Further, PRI can guar-
antee relationship unlinkability.

1.1. Contributions

In this paper, we make the following contributions:

e Atomic deposit protocol. We propose an atomic deposit protocol
with dual scripts to lock equivalent assets in an account con-
trolled by users and hubs without an expiration time. Thus,
users and hubs can be effectively prevented from losing their
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deposits even though the other involved parties behave dis-
honestly.

e Flexible and privacy-preserving PCH construction. We introduce
a flexible and privacy-preserving PCH-based solution, namely
PRI, based on the atomic deposit protocol and other crypto-
graphic primitives [23,22]. First, to unify payment channels,
PRI utilizes the randomizable signature scheme and Pedersen
commitment scheme to construct a privacy-preserving creden-
tial mechanism for payment hubs. Second, PRI introduces the
NIZK scheme for stating the correctness of offline payments in
virtual channels without revealing any payment details. The
unification of payment channels and zero-knowledge proofs
makes it possible for users to divide their deposits and reuse
them in creating virtual channels. Additionally, PRI supports
multi-party payments and allows users to post offline pay-
ments in the case that payment hubs are temporarily unavail-
able.

e Feasibility and performance evaluation. The evaluation measures
the computation cost, communication cost, and latency of PRI
in two-party and multi-party payments. Further, compared
with BOLT [24] and A2L [14], PRI outperforms them in terms
of performance.

1.2. Organization

The remainder of the paper is organized as follows. Section 2
summarizes the related work. Section 3 introduces cryptographic
primitives. Sections 4 and 5 present the PRI model and protocol,
respectively. Section 6 analyzes the security of PRI. Section 7 de-
tails our implementation of PRI and provides experimental results.
Finally, a conclusion is drawn in Section 8.

2. Related work

This section discusses layer-two solutions as a means of ad-
dressing the blockchain scalability issue. These solutions are de-
signed to improve privacy, support diverse functionalities, and fa-
cilitate flexible applications. Specifically, we provide a summary of
state-of-the-art layer-two schemes (cf. Table 1) and highlight that
existing solutions can not support privacy, functionality, and flexi-
ble application simultaneously.

Privacy. To improve privacy, most existing works [15,18,16,14]
pay attention to privacy concerns so that they can support rela-
tionship unlinkability and value confidentiality. S. Dziembowski, et
al. [15,18] and L. Aumayr, et al. [16,26] introduce virtual chan-
nels over payment channels against the protection of value con-
fidentiality. However, since the relationships between the trans-
acting parties are disclosed to the intermediary, unlinkability is
not supported in these protocols [15,18,16,26]. Several alternative
protocols [17,14,10,25,27] incorporate adaptor signatures and zero-
knowledge proofs [28] or employ Trusted Execution Environment
(TEE) in order to facilitate the mixing of offline payments and en-
able the realization of privacy-preserving layer-two solutions. In
particular, Teechain [10] achieves both properties and proposes a
PCN solution that preserves privacy using trusted hardware (e.g.,
Intel SGX) [29,21,30]. This solution requires each user equipped
with trusted hardware, and thus the user without trusted hard-
ware can not adopt this solution directly.

In contrast to these previous works, PRI inherits the benefits
of virtual channels to achieve value confidentiality. Further, PRI
employs efficient cryptographic primitives, instead of relying on
trusted hardware, to conceal the relationship of transacting par-
ties.

Functionality. To achieve functionality, some schemes [24,25,
10,14,27] support 1) blockchain interoperability, which enables
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Table 1
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The comparison of the state-of-the-art layer-two schemes.

Scheme Functionality ~ Privacy = multi-party Payment  Flexible Payment
BOLT [24] © ® O (
AMCU [25] o © O (

PCN peve [26] O © O o
Blitz [16] O © O o
Teechain [10] © © [ o
Thora [27] © © [ ]
Perun [15] O © O o
MVSC [18] O © o ([ ]

PCH  rymblebit[17] O () O O
A2L [14] © [ ) O O
PRI [ ) o [ J

O refers to the scheme that does not realize or consider the property.

© refers to the scheme that needs to be improved to realize the property.

@ refers to the scheme that realizes the property.

users to make payments across different blockchains and 2) de-
posit reusability, which allows users to reuse one channel deposit
to establish multiple virtual channels simultaneously. BOLT [24] is
proposed against specific blockchains, it cannot be directly applied
to other blockchains and further cannot support interoperability.
Teechain [10] and AMCU [25] make unification of payment chan-
nels in different blockchains so that users can use a unified inter-
face to exchange coins in different blockchains and further reuse
their deposits. Nevertheless, Teechain [10] requires users equipped
with trusted hardware, which will bring extra limitations to the
users. Further, A2L [14] utilizes an adaptor signature scheme to
unify payment channels but the deposits in each channel can not
be used to establish multiple virtual channels.

Compared to other approaches, PRI employs a signature scheme
and commitment scheme to establish a credential mechanism for
unifying channels across different blockchains, thereby achieving
the property.

Application. To satisfy different scenes, the existing protocols
are required to support multi-party payment, which allows multi-
ple users to pay for each other by a single payment, and flexible
payment, which enables users to pay any amount rather than at a
fixed amount. Flexible payment is achieved in most of the schemes
[24,11], but multi-party payment is achieved in a few schemes
[10,18]. Furthermore, since these schemes [10,18] require a com-
mittee for each user or rely on the smart contract mechanism, they
are limited to specific scenes, e.g., blockchains supporting smart
contracts.

PRI proposes a layer-two solution that differs from these so-
lutions by leveraging virtual channels and zero-knowledge proofs,
enabling multiple parties to make flexible payments. Additionally,
it is compatible with most scriptless blockchains, such as Bitcoin.

3. Preliminaries

In this section, we review the used cryptographic primi-
tives: the Pointcheval and Sanders signature scheme, commitment
scheme, and non-interactive zero-knowledge proof. We define 1
as the security parameter, where A € N. Further, we use x — A(y)
to represent a probabilistic polynomial time (PPT) algorithm A that
inputs y and outputs x.

Pointcheval and Sanders (PS) signature scheme. PRI requires
a signature scheme Ilsj; that supports users to sign on a mes-
sage included in a commitment. Thus, we introduce the PS signa-
ture scheme [23] with three algorithms (SigKeyGen, Sign, Verify).
Specifically, (sk, pk) < SigkeyGen(1%) is the key generation algo-
rithm to generate a key pair (sk, pk). o <« Sign(sk, com) is the
signature generation algorithm to sign on a commitment com of
a message m. {0,1} <« Verify(o, com, pk) is the verification al-

gorithm, where 1 indicates the success of the verification and 0
indicates the failure of the verification. The PS signature scheme
includes the following features: (1) preserving the signed mes-
sage(s) from the signer and (2) satisfying the security property
against Existential Unforgeability under Chosen Message Attack (EUF-
CMA) [31]. The scheme enables users in PRI to generate a certifica-
tion for unifying the legality of payment channels while protecting
the private information of the channels.

Commitment scheme. Our construction requires an efficient
commitment scheme Il.y that enables users to commit a value
in a commitment and open the commitment later. A commitment
scheme consists of two algorithms (Com, Decom). In detail, Com
is the commitment algorithm to generate the commitment com
of a message m, such that com <« Com(m;r). Concretely, com is
computed by the following formula: g"h™, where r € Zg is a ran-
dom number and g, h are elements of the group G. Decom is the
decommitment algorithm for verifying whether the commitment
com commits the message m, such that {0,1} < Decom(com, r,
m) where outputs 1 for representing the succeed of the verifica-
tion. In our case, PRI initializes the Pedersen commitment scheme
[22] because this commitment scheme satisfies the information-
theoretically hiding property and computationally binding prop-
erty. With these properties, the private information of payment
channels can be hidden and committed in commitments which can
be signed by the PS signature scheme.

Non-interactive zero-knowledge proof (NIZK). Our solution
utilizes a NIZK scheme Ilnzxg which allows provers to prove a
statement about the witness for verifiers without disclosing any
information about the witness. For example, the NIZK scheme is
able to state that a committed value (x) lies in a certain range
(0, n), such as NIZK={(x, r): com=g*h" A 0 < x < n}. Specifically,
NIZK is composed of two algorithms (Prove, Ver). Prove is the proof
generation algorithm executed by the prover. The algorithm can be
denoted as mw < Prove(x, stmt), where the witness x satisfies the
statement stmt. Ver is the verification algorithm executed by the
verifier such that {0,1} <« Ver(s, stmt). In PRI, the NIZK scheme
can be initialized by various proof systems [32,33,3] that satisfy
zero-knowledge, completeness, and soundness properties. Under
these properties, PRI can prove the correctness of payment detail
without revealing them to the hub, thus achieving unlinkability
and confidentiality.

4. PRI models

In this section, we first present the system model of PRI. Then,
we give a formal definition of the Privacy-preserving Payment
Channel Hub (PPCH). Finally, we define the threat model and de-
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Table 2
The notations.
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Notation Description

Pi The participant i.

H() The hash function.

A The security parameter.

acci The account is jointly managed by a hub and the user i.

typeq The type of assets is Bitcoin.

type; The type of assets is ETH.

8i The partial multi-signature generated by the user i.

max The maximum amount allowed in underlying blockchains.

(pk, sk) The key pair of the hub.

P The random number used in the Com algorithm.

T The time lock in a transaction, where i denotes the index.

v{ The amount of assets owned by the user j, where i denotes the index.

ka{ The wallet identification is owned by the user j, where i is the index.

w;k{ The secret key is corresponding to the identiﬁcation wpk{.

31‘] The signature produced by the user j by Wsk{ , where i denotes the index.

01.] The certification of a wallet owned by the user j, where i denotes the index of the wallet.
m reuse 7 © offiine Payment Y with others (e.g., Pc). At last, the users can withdraw their assets

sujo) ysodsg o

Blockchain system

Fig. 1. The Overview of PRI

sign goals of PRI. Also, to clarify our description, Table 2 shows the
notations used in this paper.

4.1. System model

Fig. 1 shows the PRI system model. First, we list the roles that
can be taken into account in our system.

e Users create channels with a hub and use the channels to
transfer assets to other users. Fig. 1 shows an example that a
user P4 intends to exchange assets with the user Pg multiple
times.

o Hubs play a role as intermediaries to help users make offline
payments. For example, Fig. 1 shows that a hub Py takes re-
sponsibility for assisting users to pay for each other off-chain.

Second, we follow the existing design [15] and divide PRI into
five phases: deposit coins, create virtual channels, offline payment,
close virtual channels, and redeem coins. PRI starts with that Py
(resp. Pp) establishes a payment channel with Py via locking
assets (e.g., Bitcoin, ETH) to an account controlled by them. Py re-
sponds with a signature to authenticate the success of the deposit
(Step @). P4 and Pp can utilize their partial deposits rather than
their whole deposits to create a new virtual channel (Step ®). Note
that the remnant deposits can be reused to establish other virtual
channels simultaneously. Then, P4 and Pp can execute offline pay-
ments via adjusting the individual balances in the virtual channel
without Py (Step @). If P4 and Pp do not pay for each other any-
more, they can collaboratively upload the final balance to Py to
close the virtual channel (Step @). After that, each user (e.g., Pg)
can still reuse his remnant assets to create a new virtual channel

from Py and other users (Step @).
4.2. Privacy-preserving Payment Channel Hub (PPCH)

Following the definition in [14], we formalize a PPCH between
users and a hub. To indicate a protocol F executed between A
and B, we write F(A(a), B(b)) — (c,d), where a and c are the
input and output of A, as well as b and d are the input and
output of B. Furthermore, a wallet in the payment channel hub
scheme is defined as an attribute tuple w = (v, pk, sk, o), where
the wallet identification and the corresponding secret key are pk
and sk, as well as the attributes v and o are the wallet balance
and certification. Next, we give a formal definition of a PPCH as
follows.

Definition 4.1. (PPCH scheme) A Privacy-preserving Payment Chan-
nel Hub (PPCH) scheme is equipped with six interaction protocols
(Deposit, DivideDeposit, Establish, Payment, CloseChannel, Redeem)
described below:

e Deposit(Pa(v4, pp, acc), Py (Vi sky,acc)). On inputting the
initial balances and a shared account acc, if the user gener-
ates a key pair (wpk{*, Wsk{‘) as a wallet identification and
corresponding secret key, the user initializes a wallet w = (v‘l“,
wpkf, wsk{, of!). At the same time, the hub generates the
deposit certification olA via his secret key sky to authenticate
the deposit.
DivideDeposit(Pa(pp, w, va, v3), Py(sky, pp, W)). Upon in-
putting the public parameter pp, the old wallet w, and the
divided values (vj, v3), the user generates two wallets (wo,
ws) with balances (vy, v3) and produces two key pairs to
identify the new wallets (w;, ws). Further, the user produces
a proof stating the validity of the old wallet and the new wal-
let. Next, the user submits the old wallet identification and the
proof to the hub. The hub generates the new deposit certifica-
tions for the new wallets and stores the wallet identification of
the old wallet w in the array W. If the interaction succeeds,
the user will receive two wallets (w3, ws).
Establish(Pa(w4, pp), Pg(w5, pp), Py(W)). For activating a
new virtual channel, P4 and Pp respectively submit their un-
spent wallet identifications and corresponding proofs to the
hub Py. Specifically, the proofs state the validity of their wal-
let identifications. If the interaction succeeds, the hub will
store the wallet identifications in W.
e Payment(Pa(w2?, pp, bala, balg), Pg(w5, pp, bala, balg)).
With the public parameters, wallets, and new balances, each
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user creates two wallets under the new balances and generates
signatures (G4, 58) to show their agreement on this payment.

e CloseChannel(P4(54, w4, wh, pp), Pp@B.wE, wk pp),
Pu(sky, pp)). When inputting the latest wallets, signatures,
and signing keys, the users receive the corresponding new cer-
tifications from the hub.

e Redeem(Pa(w, addr, ska), Pu(sky, acc), {Pi(ski, acc;)}). In-
putting the redeeming wallet and the secret keys, the user’s
address addr receives tokens from the shared accounts. If the
remaining assets in the shared account can not afford the re-
demption, other users can participate in the redemption via
their shared accounts acc and {acc;}. Note that the participants
will be paid some fee as the reward in reality while the hub
redeems tokens locked in their shared accounts.

4.3. Threat model

We consider the hub and users to be rational and selfish so
that they behave following their best financial interests. Thus, we
define the potential dishonest behaviors of dishonest users and a
hub as follows:

o Dishonest user(s). A dishonest user may deceive that he/she
has enough money to build a channel with other users.

o Dishonest hub. A dishonest hub may refuse to send assets
back to a user. Additionally, the hub may be curious about pay-
ment details, such as identification, amount, and final balances
of a virtual channel.

Remark. A dishonest hub may corrupt dishonest users to steal
assets from deposits so that the dishonest hub does not have
enough assets to settle the requests from honest users. In light
of the problems above, several solvency protocols, such as Provi-
sions [34] and Solidus [35], have been proposed to ensure the hub
controls sufficient assets. We did not consider designing solvency
protocols here as this line of work is out of the scope of this pa-
per.

4.4. Design goals

Next, we define the following design goals including unlinkabil-
ity, confidentiality, balance security, and functionality.

Unlinkability. It indicates that the relationship between payer-
payee pairs in virtual channels is not revealed to the hub Py. We
inherit the definition of unlinkability in A2L [14]. That is, the hub
interacts with (1) several oracles that implement real-world proto-
cols for users P4 and Pp or (2) a simulator S that performs the
functionality of users. The simulator is required to simulate users
without the users’ wallets and the payment relationship between
users. Additionally, we assume that the simulator is accessible to
side information, e.g., control of random oracles or simulation trap-
doors. If no adversary can distinguish whether he/she is in the
world (1) or (2), the definition of unlinkability will hold. This defi-
nition implies unlinkability since the simulator has no information
about the wallet simulated by the simulator, resulting in hiding
the payment relationship between any pairs of users in a virtual
channel.

Confidentiality. It denotes that Py cannot obtain the private
information of individual payments and the initial and final bal-
ances of users. The hub communicates with (1) a series of oracles
representing users P4 and Pp in the real world or (2) a simulator
S acting as users with access to random oracles and simulation
trapdoors. The simulator in the world (2) simulates users with-
out knowing the payment detail in a channel or the users’ wallets.
Therefore, confidentiality will hold if two worlds (1) and (2) are
identical.

Journal of Parallel and Distributed Computing 180 (2023) 104721

Balance security. This property guarantees that no adversarial
counterpart can redeem more coins than they owned. Following
the definition in BOLT [24], balance security consists of two cases:
(1) Py does not lose its assets even though all users in a vir-
tual channel are corrupted and (2) a user does not lose his/her
assets in a virtual channel even though the other user in the vir-
tual channel and the hub behave dishonestly. Therefore, balance
security is related to two games: one for the user and another for
the hub. In both cases, we assume the execution of the Deposit
and Redeem protocols is honest. Furthermore, the adversarial user
(resp. hub) can call oracles that take on a role as the user (resp.
hub). The parties involved can create several virtual channels. The
adversarial party can initiate the CloseChannel protocol with the
counterparty to obtain channel closure messages. The adversary
wins these games, while the coins redeemed in the Redeem proto-
col are inconsistent with the total of coins it owns. If the adversary
cannot win these games, the balance security will hold.

Functionality. We consider interoperability and reusability as
necessary functionality goals for PRI. Specifically, interoperability
ensures that a pair of users can proceed with offline payments
even though they possess assets in different blockchains. Reusabil-
ity supports that a user can divide his/her deposit locked in the
shared account controlled by himself/herself and the hub into sev-
eral parts for establishing multiple virtual channels.

5. The PRI protocol

In this section, we first give a brief overview of PRI. Next, we
introduce a proposed protocol named “atomic deposit” to enforce
two participants to deposit coins. Finally, based on the proposed
protocol, we give a formal protocol specification to detail PRI

5.1. Solution overview

PRI achieves a PPCH scheme that overcomes the drawbacks of
the current PCH schemes [15,14,10] and yet inherits the privacy
and interoperability.

The core of PRI is as follows. PRI enables a hub and users to
lock assets via a deposit transaction so that these assets can be
utilized to build a capital pool. To guarantee the user and hub lock
equivalent assets simultaneously, PRI designs an atomic deposit pro-
tocol. After making a deposit, users can divide their locked assets
into several parts to establish multiple virtual channels to make
offline payments. When users do not make offline payments any-
more, they can withdraw their assets from the capital pool. Since
all assets are controlled by the hub and users, they need to co-
operate to respond to the redemption request. To encourage them
to actively respond to the service, a certain fee can be paid to the
users involved.

To perform the aforementioned operations, we begin with an
atomic deposit protocol to force a user and hub to deposit equiv-
alent assets into a jointly managed account. Then, via the crypto-
graphic primitives mentioned in Section 3, PRI unifies the channels
in different underlying blockchains through the deposit certifi-
cation mechanism. Through the unification of payment channels,
users can accurately divide their deposits into several parts. Here,
users can add only partial deposits rather than entire deposits to
a new virtual channel, thus utilizing the remnant assets to build
other virtual channels with others simultaneously. Meanwhile, the
initial and final balances of the users in the virtual channels can
be preserved from the hub. Lastly, a user can send a request with
a proof stating the validity of the redemption request to the hub
to redeem his/her assets.
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Phase 1: Deposit coins |
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® Lock vcoins (Bitcoin) with the
scripty in tx;.

scripty:
if block# > now + T;+ T,
sigverify PKp
else if block# > now + Ty
(sigverify PKaec, ) AND (x: H(x)=y)

® Send X1,y

B Check 5, , and lock v coins (Bitcoin)
with script; in tx,.

. )
script; :
if block# > now + Ty + T',
sigverify PKy
else if block# > now + Ty
(sigverify PKyee, ) AND  (x: H(X)=y)
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Fig. 2. The process of depositing coins.

5.2. Atomic deposit

Here, we introduce atomic deposit protocol (cf. Fig. 2). In PRI, the
hub and user lock equivalent assets on a jointly controlled account
to create a channel over a blockchain but do not make a timelock
to their deposit. That is, once one of the parties transfers his/her
assets to the jointly controlled account, the deposit only can be
redeemed via the cooperation of both parties. Since this restric-
tion, the atomic deposit protocol should provide a mechanism to
prevent the (dishonest) hub from refusing to provide services for
users. Under this requirement, we design the atomic deposit proto-
col which enforces the hub and user deposit equivalent assets into
an account accy jointly controlled by them.

As shown in Fig. 2, the protocol starts with the user P4 con-
structing a deposit transaction tx; with the value v{‘. This transac-
tion is controlled by a specific script script;. Intuitively, the main
role of the script script; is as follows: (1) enabling P4 to redeem
her assets when P, locks certain assets in the transaction tx; but
Py does not respond to these actions before time T; + T3; (2) en-
abling Py to transfer assets to the account acc if Py provides a
multi-signature generated by P4 and Py and a value x meeting
the formula: H(x)=y where x is selected by P4. Additionally, P4
utilizes an extra field aux (e.g., OP_RETURN in Bitcoin) to record
the partial multi-signature §4 which can be used to spend vf
in the transaction txi. After constructing the transaction txi, Pa
sends the transaction tx; and the hash value y to the hub Py and
waits for the response from Py (steps 1.1-1.2 in Fig. 2).

Next, the hub Py constructs and submits a transaction tx, con-
trolled by a similar script script, to the blockchain, which also
defines a due time Tq + T’, and a hash lock of the hash value y
(steps 2.1-2.2 in Fig. 2). At that time, the transactions tx; and tx;
are submitted to the blockchain. Then, P4 sends the value x to Py
for transferring assets to the jointly controlled account. Two ways
are considered to transfer the value in tx; and tx; (steps 3.1-4.2
in Fig. 2). The first is that P4 and Py input the value x and the
multi-signature to spend the transactions tx; and tx, respectively.
The second is that each party can utilize the value x and the par-
tial multi-signature appended in the extra field aux to spend the
transaction of the other party. This way aims to ensure all parties
lock their assets when one of two parties has transferred his/her
assets but the other one refuses to transfer his/her transaction to

the controlled address acc. Note that since the time T, in scripty
is longer than the time T/ in script,, the hub can transfer the as-
sets of P4 to the account acc before P4 redeem his/her assets.
After that, both Py and Pa deposit equivalent assets to the ac-
count acc.

Remark. The atomic deposit protocol is a general proposed pro-
tocol that can be utilized in other protocols when they require
fair deposit among mutually distrustful parties. Further, the hash
lock in the script can be substituted by the adaptor signature [14],
which is out of the scope of our work. Thus, we omit it here.

5.3. Formal protocol specification

Here, we present the formal protocol specification of PRI. The
construction includes the instructions for the Bitcoin user P4,
Ethereum user Pg, and hub Py.! We consider the standard sce-
nario that P4 and Pp exchange bitcoins with ethereums with the
help of Py. Fig. 1 shows the overview of the PRI protocol, includ-
ing five phases: deposit coins, create virtual channels, establish offline
payment, close virtual channels, and redeem coins. Users create pay-
ment channels with hubs in the depositing coins phase. Based on
the payment channels, the users divide their deposits and utilize
their divided deposits to establish virtual channels. Next, the users
can pay for each other offline over the virtual channel. After multi
offline payments, the users can close the virtual channel and fi-
nally redeem their remained deposits. In the following, we will
give a detail of these phases.

5.3.1. Deposit coins

Fig. 2 shows the specific steps of depositing coins, which de-
pend on the atomic deposit protocol and the PS signature scheme
[23]. The phase starts with P4 and Pp executing the atomic de-
posit protocol with Py to deposit assets on shared accounts. The
deposit operations can be regarded as that P4 and Pp create wal-
lets with the values vf and v® (steps 1.1-4.1 in Fig. 2). Next, since
the operation of P4 is consistent with the operation of Py, we
take the user P4 as an example. P4 generates a key pair (wpk4,
wsk’{‘) to identify the wallet with vf coins. P4 commits the wallet

1 Note that our protocol can be expanded to other blockchains with little change.
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Fig. 3. The process of creating virtual channel.

identification wpk{' and sends the commitment com{'=Com(wpk?';
ra) to Py (steps 5.1-5.3 in Fig. 2). After receiving the commitment,
Py appends the wallet value v{‘ and the coin type type; to the
receiving commitment com{‘ for generating a new commitment
com’. Since the user P4 may commit an incorrect wallet value, PRI
requires Py rather than P4 to commit the wallet value. Further,
Py generates a PS signature alA on the commitment com’, which
can be regarded as a certification of the wallet (steps 6.1-6.3 in
Fig. 2). Since the identification is committed, Py can not trivially
link P4 and Pp when they reveal the identifications to Py in the
create channel phase. Once Py is convinced of the validity of a{‘,
he/she can move to the next phase.

5.3.2. Create virtual channel

Here, we discuss how the users P4 and Pp create a virtual
channel via the hub Py. To simplify, Fig. 3 only shows the interac-
tion between the user P4 and the hub Py since the interaction of
Pp and Py is analogous. Next, we detail the instruction between
Pa and Py as an example.

This phase begins with the users dividing their wallets into two
parts based on their needs to avoid the deposit lock-in issue [10].
Concretely, the user P4 divides her wallet w{=(vf, wpk{, wskf,
typea, o{‘) with the value vf into two new wallets. Particularly,
the new wallets respectively own the values vg‘ and v§‘, where

vl > vl + v{. To identify the new wallets, P, computes two

new key pairs (kaé. kaﬁ‘) and (ka’3“. WS/(';). Thus, the two

new wallets can be written as w§‘=(v§, wpk?, wsk?, typea, *) and

wi=(v§, wpk{, wsk%, typea, *). Then, P4 commits the detail of

the new wallets on the commitments comf and comg‘, including
wallet identifications, wallet values, and coin types (steps 1.1-1.2
in Fig. 3).

Further, to avoid the user P4 stealing coins more than his/her

owns, P4 produces a proof 712" to state: 1) the commitments comQ

and comg‘ are correct, 2) the old wallet certification a{‘ is valid,

and 3) the new wallet values are valid (step 1.3 in Fig. 3). Specif-
ically, nZA proves the following statements: (i) The commitments

comf and com’;‘ are computed by executing the Iln.Com algo-

rithm; (ii) The deposit certification o{‘ is a valid signature on the
identification wpkf, the initial value v{‘. and the coin type types;
(iii) The new wallet values v#' and v4 are legal, i.e. the new val-
ues are positive and the sum of them is no more than the initial
value.?

Next, P4 utilizes the secret key wsk’]q to compute a signature
EIA, which signs on the messages sent to Py. At this point, P4 can
not claim an identification that does not belong to herself, because
she can not generate a valid signature without the corresponding
secret key. Further, the identification wpk{* is also revealed to Py
to avoid P, spending the same wallet for twice (steps 1.4-1.5 in
Fig. 3). Once Py is convinced of the validity of 712" and 5{‘, Pu
gives the new certifications of the new wallets to P, (steps 2.1-
2.4 in Fig. 3). Note that the identifications and certifications of the
new wallets are unrevealed to the hub Py. Therefore, Py is unable
to link the new wallets to the initial wallet and also can not obtain
the balances and identifications of the new wallets.

Then, the users P4 and Pp respectively choose one of the new
wallets to establish a virtual channel, i.e., the wallets w? and wf.
Concretely, the users P4 and Pp respectively submit the identi-
fications wpkj and wpk5 of the selected wallets w4 and w5 to
Py for creating a virtual channel. To prove the validity of the se-
lected wallet, P4 and Pp respectively produce proofs (n;‘, 7133) for
the statements that the selected wallets WQ and Wg include the
valid certifications ((72"‘, 023) (steps 3.1-3.2 in Fig. 3). Similarly, to
avoid P4 and Pp using a wallet owned by other users, P4 and

2 The equal sign in v§ > v4 + v4 is established when the payment fee is added,
ie, vl = vl 4 vi + fee.
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Fig. 4. The process of offline payment.

Pp respectively use the secret keys wskﬁ‘ and wssz to give signa-
tures 52’4 and cNTZB on their identifications and proofs (steps 3.3 in
Fig. 3).

Finally, Py verifies the signatures and proofs from the users
and checks if the identifications wpkf and wpkg are unspent be-
fore. If the verification succeeds, Py will store the identification
pairs (wpk?, wpsz) and respond a message “Succeed” to P4 (steps
4.1-4.3 in Fig. 3). Once the virtual channel is built, P4 and Pp can
perform offline payments without Py.

5.3.3. Establish offline payment

Fig. 4 details an offline payment between P4 and Pg. To clar-
ify our description, we define the current balances of users in the
channel as follows:

((v§,vE), (v, v§)), (1)
where (v4, vB) is the current balances of P4 and Pj in Bitcoin as
well as (vf, v?) is the current balances of Pg and P4 in Ethereum.
Since the virtual channel used is built over the wallets with v'z“ and
v? values, the current balance can be initialized by the following
formula:

4. v =(4,0),
wE vl =050

In the offline payment phase, P4 and Pj firstly create four new
wallets with the current balances and produces the key pairs to
identify the new wallets. For instance, P4 generates wpkf to iden-
tify the wallet with the vf value. To commit the identifications,
P4 and P sample some random numbers, ie., pi, pZ, p5, pf
(steps 1.1-1.2 in Fig. 4). Further, to prevent the user from submit-
ting outdated balances to the hub, a counter count is initialized
to record the number of offline payments. Next, P4 and Py ex-
change the sampled random numbers and the new identifications
(steps 1.3-14 in Fig. 4). Then, P4 and Pp make a commitment
on the current balances, the coin types, and the new wallet iden-
tifications (step 2.1 in Fig. 4). P4 and Pp simultaneously update

(2)

the counter count and respectively makes use of the secret keys
(Wsk’z“, wskg) of the initial wallets to sign on the commitments
and the counters (steps 2.2-2.3 in Fig. 4). The signatures generated
here indicate that P4 and Pp agree on the new balances of the
new wallets (step 2.4 in Fig. 4). If P4 and Pp have multiple offline
payments, they repeat the above steps and finally submit the lat-
est commitments and signatures to the hub PPy while closing their
virtual channel.

5.3.4. Close virtual channel

In this phase, P4 and Py submit the latest states of the virtual
channel to Py to close the channel. Here, the latest states consist
of the latest balance, coin type, and wallet identification. After es-
tablishing multiple offline payments, the latest states of the virtual
channel composed of two tuples can be denoted as follows:

state; = (vf, typeq, wpkf), state; = (v?, types, wpké)
states = (vf, types, wpkf), states = (vg, typeq, kag)

More concretely, state; and states represent the wallet details in
Bitcoin as well as state; and states denote the wallet details in
Ethereum. As shown in Fig. 5, P4 and Pp have to ensure that the
users can not claim the sum of the committed balances over the
initial balance of the virtual channel. Thus, P4 and P respectively
start with generating zk-proofs to prove that the latest states are
committed correctly and the latest balances in the state are legal.
Take the zk-proof nf generated by P4 as an example, n‘{‘ proves
the following statements: (i) the commitments com{l‘ and comf are
generated over stateq and states by calling the algorithm IT¢m,.Com
and (ii) the sum of vfl‘ and vg in Bitcoin is not greater than the
initial balance vf as well as vﬁ‘ and vg are positive numbers. Sim-
ilarly, Pg constructs the proof rrf (step 1.1 in Fig. 5). Further, to
state the initial wallets’ ownership and authenticate the sent mes-
sage, the users utilize the secret keys Wskéq and Wsk§3 to provide
signatures 35"‘ and 553 on the commitments and proofs (steps 1.2-
1.3 in Fig. 5).
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Upon receiving the request from the user, Py first checks if
the zk-proofs and signatures are valid. Then, Py gives the new
certifications (0!, o) to Pa and (6, 08) to Pg (steps 2.1-2.3
in Fig. 5). The new certifications represent the new wallets of the
users which are indistinguishable from the certification generated
in the deposit coins phase. Thus, P4 or Pp can use the new wal-
lets to build a payment channel with other users. Note that since
the initial wallet identifications are spent, the two users are will-
ing to submit new states to generate the new wallets for avoiding
losing their assets. Besides, considering that the close request may
not be submitted on time by two users, we set a timer to remind
the users to close the channel with the latest state. If none of the
users submits the latest state in due time, the hub will remove the
usage record of the initial identification to close the channel.

5.3.5. Redeem coins

In the redeem coins phase, the users and hub jointly create
an on-chain transaction that transfers coins from the capital pool
back to a user who sends a request to redeem his/her coins. Fig. 6
shows an illustrative example that 74 intends to redeem vf coins
(Bitcoin) in his/her unspent wallet. To ensure the correctness of
the redeeming request from P,, the hub Py requires P4 to pro-
vide a zk-proof. Next, P4 constructs the zk-proof 7T5A to state that
the certification is correct. To avoid users double redeeming coins,
Py asks P4 to give the unspent wallet identification kafl‘. Thus,
to state the ownership of the wallet identification, P4 computes a
signature Gf over the sent messages with her secret key wsk{l‘ to
Py (steps 1.1-1.2 in Fig. 6).

Upon receiving the redeem coins request, Py checks the va-
lidity of the zk-proof 7Z' and the signature &;'. If the verification

succeeds and the identification wpkﬁlq has not been spent before,
Py will store kaj;‘ (steps 2.1-2.2 in Fig. 6). Lastly, Py broadcasts
a request for encouraging the users in the capital pool to construct
a transaction that transfers vf assets from their jointly controlled
account to Py4. Note that the participating users will be rewarded
with a certain fee which can motivate users actively respond to the

request (steps 2.3-2.4 in Fig. 6).
6. Theoretical analysis

Here, we formal the security discussion and provide the func-
tionality analysis for a PPCH.

6.1. Informal security discussion

6.1.1. Security definitions

We first give the formal security definitions about three prop-
erties: unlinkability, confidentiality, and balance.

1) Unlinkability. We denote A as an adversary playing the role of
the hub. There is an experiment involving “users” interacting with
the hub. Let pp < Setup(1*) and (sky, pky) < SigKeyGen(pp).
We give pp and sky to .A. Then, A issues the following queries in
any order:

Deposit A executes the Deposit protocol with P; as:

Deposit({P,-(v"l, pp,acci)}, {A(state)}) (4)

Where state is the adversary’s state. Also, we denote the user’s
output as w', where w' might be L.
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DivideDeposit A executes the DivideDeposit protocol for dividing
a wallet w! with P; as:

DivideDeposit({P; (pp, w, V2, v3)}, {A(state)}) (5)

Where state is the adversary’s state. (w"l, W;) is denoted as
the user’s output, where (w}, w)) might be (L, L). Besides,
A obtains the wallet identification wpk!.

Establish In this query, A executes the Establish protocol with P;
and P; as:

Establish({7; (W', pp)}, {P;(w’, pp)}, {A(state)}) (6)

When A makes this query, it obtains the wallet identifications
(wpki, wpk;) or L.

CloseChannelb In this query, A recalls the CloseChannel protocol
with P; and P; as:

CloseChannel ({P;(", wi, wi,, pp)}, [P; (&, wi, wi, pp)}.
{A(state)}) (7)

The outputs of users are denoted as (wg, wi) and (W%, Wi),
or L.
Redeem A executes the Redeem protocol with P; as:

Redeem({P;(w, addr)}, { A(state)}) (8)

Where state is the adversary’s state. The user’s output is de-
noted as Redeemed or L.

We state that A is legal if it never builds channels from an illegal
wallet where w is equal to L or undefined. There is a simulator
S(pp, aux,.) interacting with A in the Ideal experiment. Concretely,
aux is an auxiliary trapdoor not available to the parties of the
Real experiment. Due to the existence of the simulator, .A can not
distinguish the Real experiment and the Ideal experiment in non-
negligible advantage:

o Real experiment. In this experiment, all responses are com-
puted as described above.

o Ideal experiment. In this experiment, .4 queries the Deposit,
Establish, CloseChannel, and Redeem protocols using the pro-
cess mentioned above. Nevertheless, as for the DivideDeposit
protocol, A interacts with P; and P; but instead interacts with
S(pp, aux,.).

The unlinkability is reflected in the fact that the hub cannot dis-
tinguish which specific wallet is being used by users. Further, we
only discuss wallets generated in the Deposit protocol, which can-
not be linked to a specific wallet when used in the DivideDeposit
protocol. Other protocols in the scheme also use similar mecha-
nisms to guarantee unlinkability, and thus, we omit the security
analysis here.

2) Confidentiality. The adversary .A interacts with a collection of
honest users P4i,.., Py. Initialize pp < Setup(1*) and (sky, pky)
<« SigKeyGen(pp). We give pp and sky to A. Next, A issues the
queries as the same as the game in the definition of unlinkability
property. Note that the queries can be issued in any order.

Similarly, we convey that A is legal if A never establishes a
channel with a wallet where w = L or where w is undefined.
We say that A wins the game if it can distinguish the following
experiments.

o Real experiment. All responses are computed as described
above in this experiment.
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o Ideal experiment. In this experiment, the Deposit and Re-
deem queries are addressed by the procedure described in
the unlinkability property. In the remaining queries, A does
not interact with P; but instead interacts with the simulator
S(pp, aux), where aux is an auxiliary trapdoor not accessible
in the Real experiment.

3) Balance. A interacts with a party P, which can be a collection
of honest users Pi,.., Py or an honest hub Py. Let pp <« and
(pky, sky) < SigKeyGen(pp). Set the balance counters count 4 <«
0, final 4 < 0. For each user, it is given with pp and (pky, sky).
Now A may issue the following queries in any order:

Deposit A executes the Deposit protocol with P:

o If the party P is a user: Deposit({P,-(vli. pp, acci)}, { A(state)
) — w; (or L). Then count 4 < vf + count 4.

e If the party P is a hub: Deposit({.A(state)}, {P,-(vi], pD,
acci)}) — w; (or L). Then count g <« vf + count 4.

Where state is denoted as the state of the adversary.

DivideDeposit When A has deposited several coins with party P,

A executes the DivideDeposit protocol with P; (resp.Py) and

obtains the closure message as:

e If the party P is a user: DivideDeposit({P;(pp, w, v2, v3)},
{A(state)}) < (wi, wh) (or (L, L1)).

o If the party P is a hub: DivideDeposit({.A(state)}, {Pu(skn,
pp)}) < (wi, wh) (or (L, L1)).

Where state is denoted as the state of the adversary.

Establish A executes the Esatblish protocol with P:

o If the party P is a pair of users (P; and P;): Establish({P;(w'
pp)}, {Pj(w/, pp)}, {A(state)}) — (wpk', wpk’) (or L).

o If A plays the role of a user P; (or P;): Establish({.A(state)},
{Pj(wl, pp)}, {Pu(W)}) — (wpk', wpk’) (or L).

Where state is denoted as the state of the adversary.

CloseChannel When A has established a channel with party P;,

it executes the CloseChannel with P:

o If the party P is a pair of users (P; and P;): CloseChan-
nel((Pi(&", wh, wi, pp)}, {Pj(&, wl, w), pp)}, {Astate)})
— ((wh, wi), (w3, w})) (or L).

o If A plays the role of a user P; (or Pj): CloseChan-
nel({A(state)}, {P;(&7, w3, wy, pp)} {Pu(skn, pp)}) —
((wh, wh), (w3, wj)) (or L). Then county <« county -
wg.v + wi.v.

Where state is denoted as the state of the adversary.

Redeem A executes the Redeem protocol with P:

e If A plays the roles of a hub and the party P is a user: Re-
deem({P;(w, addr)}, {A(state)}) — Redeemed. Then update
final 4 < final 4 + w.v.

e If A plays the role of a user and the party P is a hub: Re-
deem({ A(state)}, {Py(sk, acc)}) — Redeemed. Then update
final 4 < final 4 + w.v.

Where state is denoted as the state of the adversary.

As the same as the above property, we say that A is legal if A
never establishes a channel with a wallet where w; = L or where
w; is undefined. We further restrict that the adversary A can not
corrupt most of the users and the honest hub at the same time. A
wins the games if final 4 > count 4 after the queries of Redeem
protocol.

6.1.2. Security analysis

We sketch the security proof of PRI based on the underlying
cryptographic primitives. The NIZK proofs [32,23,33] are derived
from the standard sigma protocol, which can be transferred to no-
interactive protocols utilizing the Fiat-Shamir [36] in the random
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oracle. Further, the security of the NIZK proof relies on the q-
Strong Diffie-Hellman (q-SDH) assumption [31]. The PRI protocol
inherits the security assumptions: Lysyanskaya-Rivest-Sahai-Wolf
(LRSW) and Discrete Logarithm (DL) [37] from the signature and
commitment schemes.

Theorem 6.1. The PPCH satisfies the properties of unlinkability, confiden-
tiality, and balance security under the assumptions that (1) the commit-
ment scheme is secure, (2) the zero-knowledge system satisfies sound-
ness and zero-knowledge, (3) the signature scheme satisfies existential
unforgeability under chosen message attack.

Proof. 1) Unlinkability. To prove that our scheme matches this
property, we describe a simulator S(pp, aux,.) so that with non-
negligible advantage, an adversary A can not distinguish the Real
experiment from the Ideal experiment. In the Real experiment, the
adversary runs and responds following the above definition. In the
Ideal experiment, the simulator will take the place of users to in-
teract with .A. The simulator S takes the following operation while
interacting with the adversary .A. Firstly, due to the requirement of
the zk-proof system in our scheme, we need to initialize a simula-
tion common reference string (CRS) and embed it in pp. Secondly,
the simulator S takes the place of P; in the DivideDeposit protocol
with the following differences against the Real experiment: 1) the
ZK simulation algorithm simulates the zk-proofs, 2) the commit-
ments comé and comg‘ are substituted by random messages, and
3) wpk’{‘ is generated by the simulator. Further, the generation of
wpk and signatures are the same as in the Real experiment.

To prove the distinguishability between the Real experiment
and the Ideal experiment, we will start with the Real experiment
and replace elements through a series of games until we arrive at
the Ideal experiment where the adversary interacts with the sim-
ulator S. We denote negl;, negl, as negligible functions. Also, we
use Adv[Game i] to represent the advantage of the adversary in
distinguishing the distribution of the output of the Game i from
the distribution of the output of Real experiments.

Game 0. This is the Real experiment.

Game 1. This is the same as Game 1 except that each zk-proofs
generated by users in the DivideDeposit is simulated by the ZK
simulation algorithm. If the zk-proof system satisfies the zero-
knowledge property, Adv[Game 1] < negl; (}).

Game 2. This is the same as Game 1 except that the simulator
substitutes the commitments com’z“ and com’;‘ with random
messages. If the commitment scheme in here satisfies the hid-
ing property, then Adv[Game 2] - Adv[Game 1] < negl,(}).

Game 3. This is the same as Game 2 except that a random key
substitutes the original value wpk from running the SigKey-
Gen algorithm. Adv[Game 3] - Adv[Game 2] = 0, because the
distribution of the random key is consistent with the distribu-
tion of the original value.

Based on the above games, we obtain that Adv[Game 3] is neg-
ligible. Since the distribution of Game 3 is the same as the Ideal
experiment, the adversary .4 can not distinguish the Ideal experi-
ment from the Real experiment so our scheme satisfies the prop-
erty of unlinkability.

2) Confidentiality. To prove property, we construct a simulator
S(pp, aux,.) to interact with the adversary A in the Ideal exper-
iment so that .4 can not distinguish the Ideal experiment from
the Real experiment in negligible advantage. The operations of the
simulator S are similar to the simulator of the proof of unlinka-
bility. That is, S substitutes the commitments, zk-proofs, and the
identifications of the wallet (i.e., the public key generated through
the SigKeyGen algorithm) using the similar rules as above. Then,
based on the operations of the simulator S, we design a series
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of games to prove the indistinguishability between the Real ex-
periment and the Ideal experiment. To simplify, we omit the de-
scription of the games here, which are the same as the games of
unlinkability. Since the first game is identical to the Real experi-
ment and the last game is identical to the Ideal experiment, we
can state that the adversary .A can not distinguish between the
Ideal experiment and the Real experiment. Therefore, the property
of confidentiality is guaranteed in our scheme.

3) Balance Security. We prove that our scheme satisfies this
property by proving the indistinguishability between the Real ex-
periment and the simulated experiment. Firstly, we design a series
of games and denote that the adversary .A wins in a game when
A succeeds in claiming his/her balance more than his/her own.
Based on those games, we can prove that the adversary in the Ideal
experiment wins the game with negligible advantage, and the sim-
ulated experiment is identical to the Real experiment so that our
scheme satisfies the balance property. Here, the simulator utilizes
the following assumption to respond to the adversary in the sim-
ulated experiment: 1) the zk-proof system satisfies soundness and
zero-knowledge, 2) the commitment scheme is secure, and 3) the
signature schemes are existential unforgeability under chosen mes-
sage attack (EU-CMA). Here, we start with the Real experiment to
design a series of games as follows:

Game 0. This is the Real experiment.

Game 1. This is the same as Game 0 except that the witnesses of
zk-proofs generated in the DivideDeposit, Establish, Close, and
Redeem protocol are extracted. If the extraction is failed, the
adversary can win this game. Under the soundness property of
the zk-proof system, Adv[Game 1] < negl; ().

Game 2. This is the same as Game 1 except that the adversary
can win the game if A find a collision in the commitments
generated in the DivideDeposit, Close, and Redeem. Since the
commitment scheme is secure, the commitment satisfies the
binding property so that the adversary can not change the
values committed in the commitment. Therefore, Adv[Game
2]-Adv[Game 1] < negla()).

Game 3. This is the same as Game 2 except that the adversary
wins the game if the adversary can replace Py to construct
signatures on the commitments made in the DivideDeposit,
Close, and Redeem. The adversary succeeds in forging the
signature with negligible possibility because The signature
scheme used in signing the commitments is EU-CMA secure.
Thus, Adv[Game 3]-Adv[Game 2] < neglz(}).

Game 4. This is the same as Game 3 except that the adversary
wins the game if the adversary can substitute P; (or P;) to
forge signatures on the message sent from P; (or P;) to Py.
Due to the signature scheme satisfying EU-CMA security, the
adversary can not forge these signatures with a non-negligible
advantage. Under this assumption, Adv[Game 4]-Adv[Game 3]
< negls(A).

Based on the above analysis, we can obtain that the advantage
of the adversary wins in the Game 4 is negligible, which indicates
that the adversary can not perform the following events.

e The adversary forges zk-proofs to state that it owns a wallet
authenticated by the hub Py but not. Each valid zk-proof can
extract a valid witness so that this situation happens in the
Game 4 with negligible advantage.

e The adversary forges the signatures generated by P; (or Pj)
while sending the message to Py. The adversary can not win
the Game 4 under the signature scheme is EU-CMA secure,
implying that it is unable to generate such signatures.

e The adversary forges the signature generated by Py while au-
thenticating the wallet of 7; (or P;). Similarly, this can not
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Table 3
The performance of two-party payments in PRI
Role Cost Deposit Create Virtual Offline Close Virtual Redeem Total
Channel Payment Channel Coins
Hub Computation time (ms) 8.04 83.01 - 76.98 30.04 198.07
Communication overhead (KB) 0.10 0.19 - 0.19 - 0.48
Latency (ms) 119.79 204.08 - 198.05 - 521.92
User Computation time (ms) 7.04 96.25 30.10 50.38 24,78 208.55
Communication overhead (KB) 0.09 411 0.85 3.17 0.95 9.18
Latency (ms) 192.13 475.24 215.19 322.57 231.94 1467.07
Table 4

The computation cost of a hub that establishes payments with users ranging from 10

two-party payments.

to 100. Note that the payments here are

The number of users 10 20 30 40 50
Computation cost (s) 1.98 3.96 5.94 7.92 9.90
Communication cost (KB) 4.8 9.60 14.40 19.20 9.00
The number of users 60 70 80 90 100
Computation cost (s) 11.88 13.89 15.85 18.91 21.01
Communication cost (KB) 28.80 33.60 38.40 17.83 19.81

occur based on the assumption that the signature scheme is
EU-CMA secure.

e Via making a collision in the commitments, the adversary rep-
resents P; (or P;) to modify the balance of its wallets to
obtain more tokens than they possess. Because of the binding
property, the adversary can not win the Game 4 which implies
that it can not occur.

Since the above events can not happen and the distribution of
the Real experiment is identical to the Game 4, our scheme satis-
fies the balance security property. O

6.2. Functionality analysis

The PRI protocol satisfies functionality by realizing interoper-
ability and reusability for the following reasons.

Interoperability. Since the deposit certifications of different as-
sets are indistinguishable, the users can use their deposit certifica-
tion to create a virtual channel with other users, no matter what
kind of assets they possess. Thus, the users can exchange assets
across different blockchains based on their willingness in PRI.

Reusability. The user is allowed to reuse his/her remnant assets
to build a new virtual channel after closing the virtual channel.
Also, he/she can divide his/her deposit into several parts to estab-
lish multiple channels simultaneously. This is ensured by the fact
that 1) channels are unified in the deposit coins phase by the certi-
fication mechanism and 2) a deposit certification generated in the
close virtual channel phase is identical to a deposit certification
generated in the deposit coins phase.

7. Implementation and experiment

This section presents an evaluation of the performance and
functionality of PRI.

The objective of this experiment is to demonstrate the versa-
tility of PRI by implementing not only two-party payments but
also multi-party payments. Specifically, the two-party payment is
involved in two roles, i.e. (two) users and (one) hub; thus, we
analyze the computation time, communication overhead, and la-
tency of each role in different phases to state the efficiency and
functionality of two-party payments. Similarly, we also evaluate
the same metrics on multi-party payments which are initialized
as three-party payments in our experiment. In order to conduct
our experiments, we develop the PRI protocol in the Rust Language
using the Arkworks framework [38]. Over the curve bls12381, we
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instantiate the PS signature [23] as our signature scheme and the
Pedersen commitment scheme as our commitment scheme. Also,
we implement our proof of zero-knowledge system as the proof
system in [32] and set the range of asset values as [0, 2'6). We
establish our evaluation on a ThinkStation P310 laptop with AMD
Ryzen 53600 6-core processors x 12 and 8 GB of memory using
Ubuntu Desktop-20.04.1-LTS operating system with Linux kernel
5.4.

7.1. Computation time

Here, we analyze each phase’s computation time of two-party
and multi-party payments.

Computation time in two-party payment. - We first measure
the situation that only two users and one hub in the payment sys-
tem and discuss the computation cost of each party in each phase.
Based on the computation time of each party, we can demonstrate
the efficiency of PRI in the real life. As shown in Table 3, the to-
tal computation cost of the hub is acceptable (only ~ 198.07 ms),
and the cost of the user is ~ 208.55 ms. In detail, each user gener-
ates one commitment and a pair of keys to the hub for obtaining
his/her deposit certification in the “create virtual channel” phase.
The hub executes the key generation algorithm one time and com-
putes one signature in the deposit phase. In the create virtual
channel phase, each user generates two zk-proofs, two commit-
ments, and two signatures on the message for building a new
channel. The hub spends most of its time verifying the signatures
and the zk-proofs while computing two signatures as deposit certi-
fications. The hub is not involved during the offline payment phase
and thus has no computation cost. As for a user, he/she needs to
compute four commitments and one signature as the agreement of
the user’s balances in the channel. When closing the virtual chan-
nel, a user generates one zk-proof and one signature to certify the
user’s balances in the channel. Correspondingly, the hub is respon-
sible for generating four signatures as new deposit certifications
and verifying the user’s proofs and signatures. To redeem coins,
the user generates one signature and one zk-proof. The computa-
tion costs for the hub and the user in the create virtual channel
and close virtual channel phases are relatively high because NIZK
proofs are involved.

Further, to demonstrate the efficiency of PRI while multiple
payments happening concurrently, we measure the total compu-
tation cost of a hub when the hub interacts with users ranging
from 10 to 100. That is, a hub interacts with users pair ranging
from 5 to 50. Table 4 shows that the cost is linear with the num-
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Table 5
The performance of multi-party payments.
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Cost Deposit

Channel

Create Virtual

Offline
Payment

Redeem Total

Coins

Close Virtual
Channel

0.04
0.57
0.10

0.53
12.52
0.79

Computation time (s)
Communication overhead (KB)
Latency (s)

0.05
2.55
0.23

0.46
8.58
0.75

0.16
2.85
0.25

1.24
27.07
212

ber of users. The cost here includes all five phases. Note that the
computation cost can be optimized by parallel computation. That
is, @ hub can utilize multiple computation devices to deal with
payments from different user pairs in order to decrease the com-
putation time.

Computation time in multi-party payment. To demonstrate the
functionality of PRI, we also measure the total computation cost
of the multi-party payments happening among three users and
one hub. Here, we only experiment with the computation cost of
the situation where only three users and one hub establish one
three-party payment. As shown in Table 5), the main computation
cost happens in the create and close virtual channel (~ 0.53s and
~ 0.46s) phases since the users are required to generate a series
of NIZK proofs to state the correctness of the deposit certifications.
Further, each offline payment only costs ~ 0.05s and consumes the
computation resource of the three users but not the hub. Com-
pared with each on-chain payment that requires a few minutes or
even an hour of confirmation time, the total computation cost of
the three users and the hub is acceptable (~ 2s).

7.2. Communication overhead

To discuss the extra bandwidth of PRI, the experiment measures
the communication overhead in the two-party and multi-party
payments.

Communication overhead in two-party payment. We evaluate
the communication overhead of PRI by measuring the size of the
messages exchanged between a hub and a user in each phase.
Note that there is one user pair and one hub in this experiment,
and further, only one off-chain payment happening between the
user pair. As shown in Table 3, the total communication overhead
of the hub is ~ 0.48 KB. The communication overhead of each
user is ~ 9.18 KB. Specifically, there is one round of offline com-
munication between each user and hub for exchanging a deposit
certification and a commitment in the deposit phase. To create
a new virtual channel, a user communicates with the hub to di-
vide his/her deposit into multiple parts at first. Then, in the sec-
ond round, the involved users exchange messages with the hub in
registering a new channel. As for the offline payment phase, the
communication overhead between the users is ~ 0.85 KB. In the
close virtual channel phase, each user interacts with the hub only
once to send one proof, three signatures, and two commitments
and receives two new deposit certifications. In the redeem coins
phase, the user sends a request to redeem assets with a proof of
the validity of the request and information about the redeemed
assets.

Communication overhead in multi-party payment. Similarly,
we also measure the communication cost of each party in a three-
party payment in order to experiment with the extra bandwidth
while applying PRI in the multi-party payment. The communi-
cation overhead of each phase is recorded in Table 5. Note that
there are three users and one hub participating in the multi-party
payments. Further, the three users only establish one off-chain
payment during the experiment. As shown in Table 5, the total
communication cost of three users and a hub is ~ 27KB. The
main communication overhead happens in the create and close
virtual channel phases since the users need to submit a series
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of zk-proofs to state the correctness of the submitted informa-
tion.

7.3. Latency

To clarify the efficiency of PRI, we further discuss the latency
of PRI in two-party and multi-party payments. The latency is com-
puted by the formula: Latency = computation time + communication
time. Specifically, we measure the communication time between
two laptops connecting in the same LAN. The experiment results
in Table 3 show the total latency of each user and hub who partic-
ipate in two-party payments is no more than 2s. Further, Table 5
reflects that the total latency in multi-party is ~ 2.12s which is
evaluated among three users and one hub. By these experiments,
we can conclude that the latency of our solution is mainly caused
by network latency as well as generating and verifying zk-proofs
and signatures.

7.4. Discussion

We compare PRI with A2L [14] and BOLT [24] in Fig. 7 and
Fig. 8 in terms of computation time and communication overhead
in two-party payments. In terms of total computation time, PRI
achieves ~ 2.3X speedup than A2L and ~ 3X speedup than BOLT
over 10 offline payments occurring. The speedups would be more
obvious as the number of offline payments grows. In terms of to-
tal communication overhead, PRI is 2.8X lower than A2L and 89X
lower than BOLT. This is achieved because each offline payment
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only occurs between users and does not involve NIZK proofs. The
speedup will be more conspicuous if the number of offline pay-
ments becomes larger. Furthermore, our solution can be applied to
multi-party payments, which are not realized in A2L and BOLT. In
contrast to building multiple channels, users can build one channel
for exchanging their assets.

8. Conclusion

In this paper, we presented PRI which simultaneously achieves
relationship unlinkability, value confidentiality, deposit reusability,
and blockchain interoperability, significantly alleviating the scala-
bility issue in the blockchain. PRI has no restriction on payment
amounts and supports multi-party payments in PCH. Further, we
proved that PRI is secure and enjoys significant performance ad-
vantages over state-of-the-art PCH solutions.
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