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~ ANDREAS ZELLER: KEY FACTS

e PhD in 1997 on Contiguration Management with Feature Logic
e Since 2001 in Saarbrucken, Germany (Saarland University + CISPA)
e Four 10-year impact awards 2009-2017 (for papers 1999-2007)

¢« ACM Fellow in 2010

+ ERC Advanced Grantin 2011

e SIGSOFT Outstanding Research Award in 2018
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~ ANDREAS ZELLER: KEY FACTS

e Since 2019, Faculty at CISPA Helmholtz Center for Information Security
 Roughly equivalent to a Director at a Max Planck Institute

* Devoted to groundbreaking fundamental research in IT Security

e Seven funded PhD positions, minimal teaching obligations

« Awe-inspiring colleagues + students, great team work

- 7 am «a m/nor/z‘y
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~ WHAT IS IMPACT?

¢« How do your actions change the world?

« Often measured in citations, publications, funding, people, ...
~+ All these are indicators of impact, but not goals in themselves

 We want to make the world a better place

» Gives meaning and purpose to our (professional) lite



WHAT MAKES IMPACTFUL RESEARCH?

 Intellectual challenge - was it hard, or could anyone have done this?

« Elegance - is your research specific to a context, or can it be reused
again and again?

e Usefulness - can someone make money with it?

+ |nnovation is the delta in any of these metrics



IMPACT OUTSIDE OF SE

 Programming Languages folks miss the intellectual challenge
e Formal Methods folks miss elegance and challenge
e Industry tolks miss usefulness and applicability

+ Far too often, we recluse in our private bubbles



MY PATH TO IMPACT



MY PATH TO IMPACT

e Lite can only be understood backwards; but it must be lived forwards
(Seren Kierkegaard)
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FEATURE LOGIC: LESSONS LEARNED

e (None) — did e\/eryé/f//nﬁ Lorong



FEATURE LOGIC: LESSONS LEARNED

e You can get plenty of papers accepted

e even if you miss the problem

» even if you neither prove nor evaluate
e "Modeling for the sake of modeling”

. Enabled much ot my later work, though



WHAT TO DO AFTER PHD

e During PhD, found standards and topics at
German IT companies disappointing

« Academia seemed good alternative

e Socialized by open source development




=2l DDD: /public/source/programming/ddd - 3.2/ddd/cxxtest.C

~ile  Edit View Program Commands Status Source

0:| 1ist—>self] D55 WP W g o ')1/
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: list

(List *) 0x804df80

08804df90

1ist—>next
list=>next—>next
list—rnext—>next—>next 1ist;

@& (void) lisk: ff Display this

delete 1istlelist *) 0x804dfs0

delete list—>next;
delete 1list;

3

new List{a_global + start++);
new List(a_global + start++);

f/{ Test
void 1lis

d
3
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7 = eLelitt AEK -'l'- I:-.!:'-:.l"'!'
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void ref

{
date
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date=

Eggg% graph display *(list—>next—>next—>self) dependent on 4
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=2l DDD: /public/source/programming/ddd - 3.2/ddd/cxxtest.C

0| 14 ¥y B T AT K T A ~
0:| 1ist—>self] L, B @ @ 2 9@ L Q o
ookup Find« Break Watch Print  Dispk  Plot  Hide Hotate

1: Tist 0x804df 80
0x804df90

(List *) 0x804df80

list—>next hew List(a_global + start++);
1ist—>next—>next new List(a_global + start++);
1ist—>next—>next—>next list;

@& (void) lisk: ff Display this

delete 1istlelist *) 0x804dfs0

delete list—>next;
delete 1list;

3

f/{ Test
void 1is
{
3

£

1ist ,,.--..:}"-;;;,,-v:'_'_;}_:.__ f you made a mistake, try Edit—Undo. This will undo the most

ecent debugger command and redisplay the previous program state

void ref

{
date
dele
date=

Eggg% graph display *(1ist—>next—>next—>self) dependent on 4
qab) ;




DDD: LESSONS LEARNED

» Work on a real problem — “real as in’ redl world', not * redl papers
e Assume as little as possible - rwufe 2hings £i¢ into real processes

e Keep things simple — Complexity irpresSses, bl prevents impact
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e Delta debugging was a bomb
e Easy to teach + understand

e / lines of algorithm
(and 25 lines of Python)

+ Spent two years on these

dd(C.,, Cx) — dd, (C./s Cy, 2)

dd (c,c.,n) =

(c.,c;)

dd (¢! \ A, c,2)

dd (c’,c’ U A;,2)

dd (¢, U Aj,cl,max(n —1,2))
dd (c,c, \ Aj,max(n —1,2))
dd (c’,c.,min(2n, |Al))
(c,,c;)

DELTA DEBUGGING (1999-2003)

if |A] =1

if 91 € {1..n} - test(c, \ ;) =V

it 41 € {1.m} - test(c, U A;) = X

else if i € {1..n} - test(c, U A;) =V
else if i € {1..m} - test(c, \ A;) = X
else if n < |A| (“increase granularity”)
otherwise




DELTA DEBUGGING: LESSONS LEARNED

Work on a real problem — Why debug? We buiild correct softeoare
Assume as little as pgssible — Version control? tests? Never heard of i
Keep things simple — 25 lines of Asthon is probably excessive

Have a sound model — DD was sy VersSion sodel rebors
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MINING SOFTWARE ARCHIVES (2003-2010)

* We are now after the gold rush

@EEAEEENNC)E )
e Data still exciting (if you have some) (2] ) E (&) DIl M) e

L )W EEEEOoDEl E=)
 Few new insights on old data LIUUEMEMUUUU;I

Figure 2: Color-coding keys by their defect correlation; (red = strong). The five strongest correlations are highlighted.

e Get out of a tield when too crowded



MINING SOFTWARE REPOSITORIES:
LESSONS LEARNED

Work on a real problem — Empirical reSearch is core Field of SE
Assume as little as possible - sirple parsers +for »ultiple languages
Keep things simple — esSence of 2004 paper iS one lire of SHL
Have a sound model — retrieval, precisSion, recall, etc, otc

Keep on lea rning — Statistics, data m/‘n/‘ng y PIGCLUNE /earn/ng
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&lorem—lpsum#fragment
http://www.guardian.co.uk/sports/worldcup#results
ftp://bob:12345@ftp.example.com/oss/debian7.1s0

URL ::= PROTOCOL '://' AUTHORITY PATH
['?' QUERY] ['#' REF]

AUTHORITY
PROTOCOL
USERINFO ::=
HOST
PORT :
PATH ::= /\/la-z0-9.\/]%*/
QUERY ::= 'foo=bar&lorem=1ipsum’
REF ::= /[la-z]+/

[USERINFO '@'] HOST [':' PORT]
'http’ \ 'Ttp'
/[a-z]+:[a-z]+/
/la-z.1+/
I8®I



http://user:password@www.google.com:80/command?foo=bar
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= Generating Software Tests v := About this Book « & Resources v ®, Share © Help +~

Generating Software Tests

Breaking Software for Fun and Profit

by Andreas Zeller, Rahul Gopinath, Marcel B6hme, Gordon Fraser, and Christian Holler

About this Book

Welcome to "Generating Software Tests"! Software has bugs, and catching bugs can involve lots of effort. This book adc
automating software testing, specifically by generating tests automatically. Recent years have seen the development of nove
dramatic improvements in test generation and software testing. They now are mature enough to be assembled in a book -
code.

from fuzzingbook_utils import YouTubeVideo
YouTubeVideo ("w4u5gCgPlmg")

’3) Generating Software Tests

Generating So re Tests

Breaking Software for Fun an


http://fuzzingbook.org

FUZZING AND TESTING: LESSONS LEARNED

- Work on a real problem — Yes, bugs do exist
Assume as little as possible - 7oss progran into black box
Keep things simple — Grammar—based producers
Have a sound model ~ Grapimars and. lanquages
Keep on learning —~ Constrant solving, search-based testing
: Keep on moving = Securidy starts with SE

‘Build prototypes - Get your algorithms rght #1-5¢



MORE THINGS | DID (AND DO!)

« Automatic repair
« Automatic parallelization

« Automatic website testing

— A)eé/ey A)e//y/e/‘ AeaZ‘ wUS Co 1T

— Séraﬁg/ ed w/‘f/’l COMP/ eX/Z‘y

— B/t a company For LA



THINGS | STAYED AWAY FROM

e Work on a real problem

» Assume as little as possible

« Software processes . .
« Keep things simple

¢ Formal methods
e Have a sound model

« Modelin .
‘ = « Keep on learning

o Architecture - .
* ~» Keep on moving

~» Build prototypes



THINGS | STAYED AWAY FROM

- Software processes ¢ What is the problem?
» Formal methods  How can you have impact? '
» Modeling « How do you measure

. _ your impact?
-+ Architecture



MEASURING IMPACT

e How do your actions change the world?
« Society funds research to take risks that no one else does

» Research wants you to take grand challenges -
do not sweat the small stuft; work on the grand stuft

e Saarland University and CISPA expected me to do exactly that

e Worked!

= Cl/’/ooS e yoé(r p/ ace torsS e/ y



MEASURING IMPACT

e You want to be known for your tool, your algorithm, your book

e You will not be remembered for doing well in a metric

— p/ ceasSe C/‘Z(e /s £ re?aenf/ y






YOUR WAYS TO HAVE IMPACT



IMPACT AS A RESEARCHER

« Society funds research to take risks that no one else does

» Research is risky by construction -
you should expect to fail, and fail again

e Tenure is meant to allow you to take arbitrarily grand challenges -
so work on the grand stuff

e |f you lack resources, try smarter and harder



IMPACT AS A TEACHER

e Teaching can be a great way to multiply your message
* Not only focus on teaching the standards, but also your research
e Teaching your research helps to propagate it and make it accessible

+ Engage students on topics dear to you



IMPACT WITH INDUSTRY

e Do work with industry to find problems and frame your work
Do not work with industry to solve (their) concrete problems
e Your role as researcher is more than a cheap consulting tool

+» Many “research” funding schemes are there to subsidize industry



IMPACT THROUGH TOOLS

e Getting your technique out as a tool is a great way to have impact!
e Also allows to check what actual users need (and it they exist)
e Atool can have far more impact than a paper

+ Funding agencies and hiring committees begin to realize this



IMPACT AS FOUNDER

e Creating a company out of your research can be great fun!
e Allows you to push your research and ideas into practice
e Again, shows you what the market wants (and what not)

+ Plenty of monetary and consultancy support available



~ IMPACT AS MENTOR

 Working with advanced students (MSc, PhD, PostDoc) can be the
most satistying part of your job

e The variety of SE research needs universal problem solving skills

+ Find such skills besides good grades



~ A GREAT ENVIRONMENT

e My university (Saarland / Saarbriicken) hired me for a tenured position
although | was the candidate with the fewest publications

e Butthey liked the papers, so they hired me
* No pressure or incentives on papers, citations, funding, etc.
* One single expectation: long-term impact

« Worked.
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ON IMPACT IN SOFTWARE ENGINEERING RESEARCH
ANDREAS ZELLER, CISPA HELMHOLTZ CENTER FOR IT SECURITY

e Work on a real problem — " Feal as in redl coorld ", not - real papers

» Assume as little as possible - »ake 24ings #i2 into real processes

« Keep things simple — Corplexity irpresses, LUt prevents irpact
e Have a sound model - causa/ity, retrieval, /angaageé , elc elcC
 Keep on Iearning — NLP, statistics, ractire lecrrng
- Keep on moving | Security Starts with SE

_+ Build prototypes - Get your dlgerithms right first
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